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Abstract—Security issues have become a main concern 
modern life. A powerful cryptosystem has to be practical, 
secure and able to be implemented on different platforms. 
The goal of this paper is to develop a basis of 
cryptographic scheme which utilizes some advanced 
transform techniques. A symmetric cryptographic system 
is proposed based on Shannon’s concepts of “confusion” 
and “diffusion”. It possesses high security levels as well as 
many other advantages. 
Key words--- NTTs, symmetric key, diffusion, confusion, 
key schedule, security.  
I. INTRODUCTION 
    Modern cryptography techniques are broadly 
classified into symmetric and asymmetric algorithms. 
This paper focuses on the symmetric (or private) key 
algorithms. Symmetric key algorithms are used for bulk 
data encryption, as they are comparatively fast. They 
require a key that generated secretly and has to be 
known by both the sender and the receiver.  
    After the publication of Shannon’s seminal paper on 
secrecy systems, his concepts of “confusion” and 
“diffusion” [1] remain the most widely accepted 
principles for designing block ciphers. This symmetric 
key system is designed in block ciphers according to 
Shannon’s theorem and applicable due to its properties. 
The “diffusion” is achieved by a powerful Number 
Theoretic Transform (NTT); while the “confusion” is 
obtained by certain key dependent techniques. 
II. INTRODUCTION TO T TRANSFORM 
    Number Theoretic Transforms (NTTs) operate on a 
sequence of N integer numbers defined in a Galois field 
or ring and have been shown to be highly sensitive, a 
small change in data leads to a drastic change in the 
transform domain [2]. By involving NTTs in the 
encryption system, the input data can be diffused to a 
wider domain with fast speed and accuracy.  
   The transform used in this proposed system is 
achieved through the derivation of a fast orthogonal 
transitional transform allowing the transition from one 
transform domain to another, called T transform [3, 4]. 
The T transform is calculated by multiplying the Walsh-
Hadamard Transform (WHT) and the Fermat Number 
Transform (FNT) in a bit-row-reverse order: 
             ][][1][ NWHTNFN
N
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The transform has the property of diffusion and simple 
implementation. However, it can be seen from (1) that 
the T transform in fact is a linear matrix multiplication, 
whose resultant matrix is shown below when N=8: 
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    It is clear  from (2) that the transform itself is not 
strong enough in the sense of diffusion, as not many  
output digits are influenced by the input due to the “0” 
elements in the matrix. It thus provides less resistance to 
different cryptanalysis. Therefore, modifications are 
necessary in order to improve its diffusion strength.  
III. NEW ALGORITHM BASED ON NTTs 
    The algorithm of achieving the optimum diffusion is 
designed similarly as the Safer+ technique, which 
makes extensive use of graph-theoretic techniques to 
establish the optimality of the transform diffuser [5]. A 
number of T transforms with various transform lengths 
are used in the system. The T transform is modified in a 
way shown in Fig. 1.  
    The whole system works in block ciphers, an input 
block data is firstly divided into sub-blocks of 4 in stage 
one, and diffused through four T transforms with their 
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lengths N=4, namely 4-T. The output data are shuffled 
and readdressed in a new order according to a 
coordinate permutation called Armenian Shuffle (A.S) 
[5,6]. In the second stage, the input data are divided into 
two blocks with 8 words each and transformed through 
an 8-T transform. The output is then reordered again 
according to A.S. The encryption procedures in stage 
three are repeating those in stage one. All the data are 
applied to only one single transform with N=16 to get 
the final output in stage 4. 
    The use of the data shuffling and different transform 
lengths constitutes the major improvement of the 
diffusion part. From the format of matrix product in (2), 
it can be seen that with the original single T transform, 
changing the first half of the input data will not affect 
the second half of the output data at all, and vice versa. 
However, having the “Data Shuffling” module involved, 
the non-zero elements in the matrix are randomly 
distributed to the input, hence the input will not be 
diffused in a regular order. Combining different 
transform lengths will make the data distributed in 
different domains in every stage hence providing better 
diffusion. The effective input number is the number of 
input that influences the output, which is a measurement 
of diffusion strength. Table I and II compare the 
difference of the effective input numbers when the T
transform is used on its own and when it is used with 
the proposed systems for 16 bytes of input data.
    Suppose the 16 inputs are a, b, c, d … o, p, and the 
corresponding outputs are A, B, C, D … O, P. Table I 
and II show the number of input that influences the 
output for one single T transform and this modified T
transform in Fig.1.  
TABLE I  
NUMBER OF EFFECTIVE INPUTS FOR A SINGLE T
TRANSFORM (N=16) 
Input a b c d e f g h 
Output A B C D E F G H 
No. 1 1 2 2 4 4 4 4 
Input i j k l m n o p 
Output I J K L M N O P 
No. 8 8 8 8 8 8 8 8 
TABLE II  
NUMBER OF EFFECTIVE INPUTS FOR THE MODIFIED-T
TRANSFORM 
Input a b c d e f g h 
Output A B C D E F G H 
No. 3 15 13 15 9 15 13 15 
Input i j k l m n o p 
Output I J K L M N O P 
No. 9 15 13 15 9 15 13 15 
It is clear from the tables above that the modified 
transform provides different and better diffusion, in the 
sense of more input influence the output. The best 
diffusion for a 16-byte input is achieved by combining 
all the possible three transform lengths. Extensive 
experiment results suggest that the block cipher size has 
to be at least 128 bits or more in practical for security 
reason and it can be extended to a greater length with 
different requirements. Further to this, implementation 
of this transform can be computed through a radix-2 fast 
algorithm explained clearly in [3, 4].  
IV. SYMMETRIC KEY CRYPTOSYSTEM 
    The security of using NTTs cryptography relies on 
two parts to avoid all kinds of attacks: the first part 
diffuses input data; the second part masks the diffused 
data secretly with a private key. These two processes 
have to be operated several rounds to level up the 
security. A decryption round is very similar to, but not 
identical with, an encryption round; it is the encryption 
process in reverse order. The structure of the entire 
system is shown in Fig. 2. 
    For a desirable margin of safety, this cryptosystem 
contains at least FIVE rounds with a 128-bit data, 
where five 16-byte private round-keys are also 
generated. The plaintext is transferred through FOUR
modules in every encryption/decryption round described 
below:  
1. The plaintext is firstly applied to the non-linear key-
controlled substitution module, which contains 16 
operations of additions and exclusive disjunctions 
(also called “exclusive or”). “Zeros” in the plaintext 
could be eliminated due to the “adds” and “xors”. 
The results then have to be converted non-linearly 
into another domain in order to make them more 
difficult to be recognized. This operation is 
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achieved by inversing the data to obtain the output 
of this module shown in Fig. 3.  
2. In the transform module, the data will be diffused as 
described in the previous section to a wider domain 
and shuffled to randomize the orders.  
3. The output from the transform is “confused” 
through key-controlled multiplication module. It is 
multiplied byte-by-byte with the generated round 
keys modulo tF .
4. The final shuffle module consists of two operations: 
reordering (readdress), and bit-shifting. The results 
from the previous module are readdressed by 
putting even position data in front and odd ones 
behind. Every byte is represented in an eight-bit 
binary number for bit-shifting, which is described 
as: within the ith byte of the data, all bits are cyclic 
shifted to the right hand side (RHS) n digits, where 
n is the ith element in the corresponding round-key.  
   A decryption round is the same as an encryption round 
but in reverse order.  However, in the key-controlled 
substitution module, the additions are replaced by the 
subtraction operations, while the “xor” and “Inverse” 
operations remain the same.  
V. KEY SCHEDULE 
   In this proposed system, minimum 16-byte private 
round-keys are used. Simply choose a secret key for 5 
rounds of operations is not secure. In order to increase 
the security level, a new technique is introduced for the 
use of key generation. The user randomly selects a 16 
bytes key U. It is firstly divided to 2 groups, U1 and U2.
Group 1 contains the first 8 bytes of U and the last 8 
bytes constitute group 2. The private round-keys rK are 
produced for every round through the following 
function: 
            Kr=f (i) r                                (3) 
where r is the round number, and i denotes the 
corresponding byte number of user selected key. Note 
that there should be no zero elements within the 
generated round-keys as the keys are also used for 
multiplications.  If “zero” occurs, a new round-key will 
have to be regenerated instead: 
UKK rr +='                            (4) 
   The generation of the round-keys are achieved 
through four steps, as shown in Fig. 4:  
1. Xor the rth elements of each group to get an 
extra byte b, where r is the round number. 
2. Replace the rth element in U by b to get a new 
16-byte array R.
3. Cyclic shift all the elements in R to the Left 
Hand Side (LHS) ( 1−r ) bytes. A new 16 bytes 
array S is achieved. Note that r starts from 2, 
i.e. 1>r .
4. Do byte-wise addition of U and S modulo tF  to 
obtain the 16-byte round-key rK , i.e. Kr
( ) == rif (U+S) mod tF , where 1>r . When r=1, 
K1 = R.
    There are some points that extra care needs to be 
taken when generating the private round-keys.  
? Up to Eight different round-keys can be achieved 
through this technique with the block cipher size of 
16, if required. 
? The original user-selected key U has to contain no 
“0” bytes.
? Within the user-selected key, there are no repeated 
bytes, i.e. )()( 21 iUiU ≠ , “i” is any byte in U1 and 
U2.
? Within every final round-key rK , there must be no 
“0” byte, i.e. addition of any two bytes in U is not 
a multiple of tF .
? The generation of round-key 1 is different from the 
others. Hence, in decryption rounds, the inverse 
round-key in the 5th round will be obtained 
differently.
    In addition, once the original user-selected key U is 
fixed, “zeros” may still appear in the final round key rK .
That is because the addition of any two values in U
could be a multiple of tF , or the addition of the 
generated extra byte b and a value in U is a multiple 
of tF . If that happens, the operation described in (4) will 
be applied. The original key will be added on again to 
make sure that the final round-key contains no “0” 
elements. Therefore, even if there are zero bytes in the 
plaintext, there will not be any zero elements left after 
the “Key-controlled Substitution” module. In other 
words, there must be no “0” bytes within the input to the 
modified T transform module, or in the ciphertext.  
VI. SYSTEM DISCUSSION 
    Cryptanalysis is the art and science of breaking the 
ciphertext to deduce a specific plaintext or the secret 
keys [7]. It can be both linear and differential. The 
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attacker usually uses the relationships between the input 
and output of encryption to observe the secret key. 
Many conventional private-key systems strengthen their 
security by using substitution-permutation (S-P) 
technique. The proposed cryptosystem provides a new 
idea which introduces Number Theoretic Transforms 
instead of the most commonly used S-boxes. The 
security strength is guaranteed not because of the S-P 
technique, but due to the powerful transforms’ diffusion 
and confusion. Comparing with Safer+, this NTT 
transform based cryptosystem is non-linear, and has 
possessed the advantage of secure and simple operations; 
more importantly, it utilizes a stronger transform that 
provides bigger coefficients than WHT, which is one of 
the measurements on the data transferring strength; 
finally, the combination of different transform lengths 
increase the strength of diffusion level, because any  
change in one, some or all input elements will change 
the ciphertext irregularly to a set of totally meaningless 
words. 
   The effect of the block cipher can be measured by two 
properties: the avalanche effect and the completeness 
effect [8]. The avalanche effect is stated as that the 
ciphertext should change significantly with only a slight 
change in the plaintext or the key, and the relationship 
between the changes on the input and output (or the key) 
has to be randomized [9]. The completeness effect 
restricts the avalanche effect principle. It requires that 
the changes in the ciphertext have to be uniformly 
distributed in each changed bit of the plaintext or the 
key [9]. The strongest completeness effect requires that 
every bit of the output is a complicated function of all 
bits in the input. Weak avalanche and completeness 
effect will result in reduction on the key space search by 
the cryptanalyst. It is worth pointing out that in the 
proposed algorithm, changing one bit at the input or the 
key will change all the output; and every output word is 
non-linearly functioned by all the input elements, which 
is illustrated clearly in the following example:  
   Assume a plaintext “Hello, World!” needs to be 
encrypted through this cryptosystem, which contains 
13-byte words, and has to be padded with “space” to 
fulfill the block size of 16. Its ASCII presentations are: 
P.T=(72,101,108,108,111,44,32,87,111,114,108,100,33,
32,32,32), and the user-selected key is randomly chosen: 
U=(68,16,15,126,74,35,178,204,95,247,39,196,27,47,23
1,239) The ciphertext is thus obtained and shown below: 
The decryption can be achieved easily to retrieve the 
plaintext. However, two special situations are illustrated 
in this paper to indicate the robustness of this 
cryptosystem. The first one is to decrypt a ciphertext 
with one bit change from its original; and the second 
one is to decrypt the original cipher but using a private 
key with one bit change in it. 
− Decrypted Plaintext: (change one bit in the  
ciphertext):  
− Decrypted Plaintext: (change one bit in the key): 
    From the decryption results, it can be seen clearly that 
the ciphertext is a complex function of both the input 
and the key, because if one bit in the ciphertext or 
private key is changed, all the plaintext will be changed 
dramatically. This feature shows the avalanche effect 
and the completeness effect properties of the system, 
and proves that this cryptosystem provides strong data 
diffusion and confusion. However, the numerical 
example above is only a simple case with 13 bytes of 
real input. The size of a practical plaintext can go up to 
thousands of bytes. Ideally, the block cipher size should 
be as big as the whole plaintext, but that is not realistic 
and would make the implementation more complicated 
and expensive. In general, N=128 and 256 bits are the 
mostly used block cipher size for this proposed 
cryptosystem. This system is also user-friendly. The 
number of bits in every byte of word can be defined as 
any integer rather than 8. That also means the modulus 
can be chosen to any integer number, so is the transform 
length (provided it is a power of 2 for fast computation).  
   The generation of the private round-keys is 
independent of the transforms or the input data, but 
every step of encryption process is key dependant. Thus, 
the secret key influences all the digits of the output. The 
five iterations of transformation on the plaintext, 
together with the key-controlled operations make this 
algorithm secure against various attacks. The 128-bit 
private key is scheduled through only addition and 
exclusive-or operations; it thus provides relatively easy 
key management.  Moreover, up to eight different 
round-keys can be achieved through this key generation 
technique with the block cipher size of 16, which means 
the iterations of encryption round can be extended to 
eight or more. In that case, it will have the effect that 
each byte of the user-selected key functions every byte 
of each round-key at least once. The more rounds used, 
the more secure this system will be.  
   In addition, it is worth pointing out that the T
transform used in the diffusion part can be extended to 
two-dimensional (2-D). The 2-D transform will increase 
the strength of confusion, although it would not change 
the data diffusion. However, if the T transform is 
replaced by any other member of NTTs, such as the 
New Mersene Number Transform (NMNT) [10, 11], the 
diffusion and confusion will be both strengthened by 
PT’=(112,190,171,199,71,54,111,47,31,192,205,
206,134,148,146,16) 
Plaintext: p¥½ÃG6o/????åöÆ?
Fig. 7 The decrypted plaintext
PT’=(105,176,106,219,165,67,75,144,58,117,141
,68,103,210,4,201) 
Plaintext: i?j?ÑCKÉ:uìDgÊ??
Fig. 6 The decrypted plaintext
C.T= (20, 35, 207, 141, 54, 151, 89, 133, 8, 105, 
137, 144, 181, 76, 140, 32) 
CipherText: ¶ # ¤ ì 6 ù Y à i ë É Á L î
Fig. 5 Encryption Ciphertext
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computing the transformation in 2-D. Furthermore, it 
can be seen from Table II that the first element of output 
is not affected by many inputs in one round of 
operations. Although, software implementation shows 
that the first output data would be eventually influenced 
by all the inputs after five rounds of operations, some 
improvement may be done in future for perfection. The 
obvious solution is to replace the T transform with the 
NMNT which provides the maximum diffusion even in 
one round. The other suggestion is to set the shuffling 
techniques differently in every step of the transform 
module, so that the input data would be distributed in a 
different way, hence the effective input number of the 
first output should be increased.      
   The security strength of block ciphers can be defined 
in terms of key searching space. The key searching 
spaces of the proposed system are shown in Table III.    
TABLE III
KEY SEARCHING SPACE (Modulus=257) 
Symmetric Ciphers No. of possible keys 
Proposed system with N=16 1.3x1077
Proposed system with N=32 1.7x10154
Proposed system with N=64 3.0x10308
   It is obvious that the proposed system with block 
cipher size of 16 provides a high security level, the 
security strength increases drastically with the cipher 
size and the modulus. We have not found easier way to 
attack the proposed cryptosystem rather than brute force 
technique. The process of each attacking attempt takes 
0.000124 seconds with a Dev-C++ 64-bit compiler 
installed in a computer having 2.8 GHz processer and 
512 MB RAM. If all the attempts (for a 16-byte block 
cipher) are carried out in brute force technique using 
this computer, it will take 1081seconds, which is roughly 
1073 years.           
This cryptosystem needs relatively very small 
memory usage, as its encryption/decryption algorithms 
mainly consist of addition and multiplication operations. 
In both the key-controlled operations, modulo additions 
and multiplications are operated 16 times each; and in 
the T transform, there are only 35 shifts and 105 
additions when it is implemented using radix-2 
algorithm [2, 3]. Hence above all, this system provides a 
relatively strong security level with easy 
implementation complexity and small memory usage. 
VII. CONCLUSION 
    In accordance with Shannon’s principles, this 
proposed symmetric key cryptographic algorithm 
provides a good diffusion as all the plaintext and the 
secret key influences the ciphertext; the confusion 
process is achieved through the private key involved 
operations in five rounds, which has strengthened the 
security level. Moreover, the private round-keys are 
generated through a strong key schedule process, which 
provides relatively simple key management. This 
proposed cryptosystem needs very small memory usage, 
and can be implemented using radix-2 fast algorithm 
with user-defined lengths. With the growing concern 
about data storage, computer and communication 
security, there is an increasing need for the 
incorporation of cryptographic algorithms in various 
systems and applications. This newly developed 
algorithm is practical and simple to implement on 
different platforms.  However, it is not fully developed 
yet and more work is still needed in order to improve 
and assess its performance. 
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